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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, timing, and pricing of any
features or functionality described for Oracle’s products may change and remains at the
sole discretion of Oracle Corporation.
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MySQL Databases E =2 5}= &H?
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N N O O|o|E| ¥ 3 (Encryption, Privilege Management, etc.)
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Assess Prevent W H O] & AFR
- MySQL Enterprise Monitor - MySQL Enterprise Authentication o =
- MySQL Enterprise Firewall
O:I X._ '('5| _7II_<_ H_é_l' E aS - MySQL Enterpr?se Encryption.
-|C-)|- % 7|_ % )g ~ |7:||' |', Asspés Pravent - MySQL Enterprise Data Masking
DLEHE 41 Detect
- =0 AL QI M| AT}
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- MySQL Enterprise Firewall
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MysSQL & ¢t

MysQL = ¢t

MysQL A ofc|d

« MySQL Community Edition

- MySQL Standard Edition

« MySQL Classic Edition

« MySQL as an Embedded Database
- MySQL Enterprise Edition

« MySQL Cluster CGE

MySQL Enterprise Security

MySQL Enterprise Edition/Cluster
« MySQL Enterprise Edition
« MySQL Cluster CGE
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MySQL WorkbenchSl &2+ &5t 22/
Administrative Roles | Schema Privileges

Rale

DBA
MaintenanceAdmin
ProcessAdmin
Useradmin
SecurityAdmin
MonitorAdmin
DBEManager
DBDesigner
Replicationf&dmin
BackupAdmin

o o o

Description

grants the rights to perform all tasks

grants rights needed to maintain server

rights needed to assess, monitor, and kill any user proce. ..
grants rights to create userslogins and reset passwords
rights to managelogins and grant and revokeserver an
minimum set of rights needed to monitor server
grants full rights on all databases

rights to create and reverse engineer any database sche...
rights needed to setup and manage replication

minimal rights needed to backup any database

00O000ROOOEEO

Global Privileges
ALTER

ALTER ROUTINE
CREATE

CREATE ROUTINE
CREATE TABLESPACE
CREATE TEMPORARY TABLES
CREATE USER
CREATE VIEW
DELETE

DROP

EVENT

EXECUTE

FILE

»

m
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SSL/TLS =2} MySQL Enterprise Encryption
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MySQL Enterprise Backup
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. £33t G0|E| 2S3

o 7| Zt2[(KMIP)

21 Copyright © 2021, Oracle and/or its affiliates | Confidential: Internal/Restricted/Highly Restricted



MySQL Enterprise Security

MySQL Enterprise & MySQL Cluster CGE O|C|MZ @{ot efat=l 22t 7|5

22 Copyright © 2021, Oracle and/or its affiliates | Confidential: Internal/Restricted/Highly Restricted



MySQL Enterprise Security

MySQL Enterprise TDE MySQL Enterprise Firewall
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LDAP MySQL Enterprise Monitor
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MySQL Enterprise Authentication
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« Windows Active Directory(Windows MySQL Server&)
* Linux PAM(Pluggable Authentication Modules)

* Native LDAP
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- Windows ADOY|A &t5(Windows MySQL Server?t Ot Z0| = 7tHs)
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MySQL Enterprise Encryption
MySQL & =22l/5 22}(Encryption/Decryption)
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MySQL Enterprise TDE(Transparent Data Encryption)
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MySQL Enterprise Audit
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MySQL Enterprise Firewall
- LM (Positive) HOF DHZ SQL FY WO
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. B
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MySQL Enterprise Masking and De-ldentification

P
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5555
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Dashboards= | Events  Query Analyzer

[ 9

[ 9

MySQL Enterprise Monitor & ¢t 2 L|E{T
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v mysglscd
. Dallas - DR

v mysglscd
L Hillshoro

v mysglscd
e MEM
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5= Replication 1
v mysglscd
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Reports & Graphs»  Coenfiguration~

Events
Time Range State Current Status

All Time ~ (any) ~ (any) v

7 Filter Save as Default | [5 Reset

#® Close Selected Events
Show| 10  » |entries

Currents  Worst Subject

(7] (7 ] mysql-scd, mysqgl-scd: 13306
(7] mysql-scd, mysql-scd:3306
mysql-scd, mysql-sc4:3309

mysql-scd, mysql-scd: 3307

[+]

mysql-scd, mysql-scd:3306

[+]

mysql-scd, mysql-scd:3308

[+]

mysql-scd, mysql-sc4:3307
mysql-scd, mysql-scd:3309

EIRNE
e eQee

mysql-scd, mysql-sc4:3307

[+]
@ 9@ e e e e 0

mysql-scd, mysql-scd:3306

[+
@

Worst Status

Advisors
¥ Security (any) ¥

Topic

Account Has Global Privileges

Root Account Can Login Remotely

Root Account Can Login Remotely

Root Account Can Login Remotely

Server Includes A Root User Account

Server Includes A Root User Account

Server Includes A Root User Account

Server Includes A Root User Account
Account Has An Overly Broad Host Specifier
Account Has An Overly Broad Host Specifier

Show [ hide columns

16 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago
11 minutes ago

16 minutes ago

Time
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MySQL Enterprise Backup
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Minutes

Minutes

300
250
200
150
100

50

1,200
1,000 -
800 -
600 -

400

200 -

Backup: 73 GB Database

4h 17 mins

5.25 mins

mysqldump MySQL Enterprise Backup

Restore: 73 GB Database

18h 45 mins

14 mins

mysqldump MySQL Enterprise Backup
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» https://blogs.oracle.com/mysq|
 https://www.mysgl.com/why-mysql/#en-0-40
 https://www.mysgl.com/why-mysql/presentations/#en-17-40

» https://www.mysqgl.com/news-and-events/on-demand-webinars/#en-20-40
« https://www.mysgl.com/news-and-events/health-check/
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