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Trends & Challenges
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https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Data Security & Privacy Regulations are Proliferating

Ru DPA

. - Cn GDPL
50 State
Data Privacy N inpDPB y HkPDPO

Laws

Br GDPL

Sa ECTA

Ar PDPL

4 Copyright © 2022, Oracle and/or its affiliates




Security is Job #1
Data is the Most Valuable Asset

https://www.cio.com/article/303215/8-top-priorities-for-cios-in-2022.html

Exhibit 17: Security Software, Digital Transformation and Cloud Computing are the Top 3 Most Defensive IT Projects In a
Worsening Economic Environment Among ClOs in Our Survey
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https://www.cio.com/article/303215/8-top-priorities-for-cios-in-2022.html

Where are databases attacked?
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MySQL Security Overview




MySQL Security Overview

MySQL Security
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MySQL Security Overview

MySQL Privilege Management
Linux / LDAP Administration
Windows AD Authentication Authorization Database & Objects

Kerberos, MFA Proxy Users, Roles

MySQmL,
Security

SSL/TLS Block Threats

Firewall &
Public/Private Key Auditing Auditing

Transparent Encryption Regulatory Compliance

Key Management, Masking ... Login and Query Activities
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How to

Examples
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Controlling Access and Rights

Authentication & Authorization
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1. DBAE mysql &3 & 0s0f ssH/2191 g 27t &L,
e This is common.
2. os&ZX=S mysalE HEE Ea7t gl&L
« 0S A= 7| 28X = R E =g E|O{OF gL T
- BHE2 ==X 20O LT,
3. 2=DBAZXRZ ZALE[O{OF 2FL|CY,
« MySQL Z A= sQLE &6l dba 7t TSt= ZE HHES
4. DevOps Friendly — Service oriented.
5. Br=Xo = WIS Sl X5 +=7F0f| 7l LTt

— 11—

I
ot

ot
>

o
|
r
n

13 Copyright © 2022, Oracle and/or its affiliates




First thing

Secure the Root password

.

t 7:” ~ O| i El . A RANDOM PASSWORD HAS BEEN SET FOR THE MySOL root USER !
roo O —l - . Wou will find that password im "/sroots/.mysql secret”.

e
° _75_7' Hl Eé! H._'lg I:IH 7C:>I: You must change that password on your first connect,
no other statement but "SET PASSWORD' will be accepted.
cee the manual for the semantics of the 'password expired' flag.

S mysql_secure_installation --host=::1 --port=3307 —p \
SQL> SET PASSWORD = PASSWORD(‘secret’);

Also, the account for the anonymous user has been removed.

In addition, you cam run:
fusrybin/mysgl_secure_installation

° | EH X~ Ql-OI S Al'x wihich will also give you the option of remowing the test database.
'9' HA L = E r00t7:” T 1 -” This is strengly recommended for production servers.

SQL> SELECT user,host FROM mysql.user WHERE user="'root’ see the manual for more instructions.
and hOSt<>'|OC3|hOSt|; Please report any problems at http://bugs.mysql.com/

The latest information about MyS0L is available on the web at
http: //wew . mysql. com

Support MyS0L by buying support/licenses at http://shop.mysgl.com

ll':eu default config file was created as fusr/my.cnf and

ill be wsed by default by the server when you start it.
You may edit this file to change server settings

[holuser@localhost rpms]s ]
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MySQL Authentication _@
Builtin 815 rh
- M HIOIZ0 75 B, 22E B A A3 A 4 NE
MySQL SHA 256
 SHA-256 off d B! F X 7|8t salting
« O HFE 7| A| ZHE - can handle very high connect and disconnect counts
X.509
« MHO|M QIS A 7[H2 = clientOf| CHSH Q!
Q& Q= - MySQL Enterprise Authentication
* Microsoft Active Directory
* Native LDAP — User/Password, SASL, GSSAPI/Kerberos via LDAP SASL, Kerberos

* Native Kerberos
 Linux PAMs (Pluggable Authentication Modules)

15 Copyright © 2022, Oracle and/or its affiliates




MysQL AF2 X}
=7, 0 28, ofC|M/0| = H 2I5?

L& A& X}

X.5095 A& %t L& ARE X}
Q|F 2F AFERt

Proxy Al X}
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TEPVE-3Y

Result Grid HH 4% Filter Rows: | | Export: Efg
Authenticated internally T—— lugin HASHTYPE
%o mysglyse caching_sha2_password STRONG SHAZ
o NwWLUserg caching_sha2_password STRONG 3HAZ
2 k) NEWLSENW caching_sha2_password STROMG SHAZ2
select hOSt’ user, plugln, localhost  dev1 caching_sha2_password STRONG SHA2
. . localhost  mysgl.sys caching_sha2 password STRONG SHAZ
1if ( P lu gln localhost  read_usert caching_sha2_password STRONG SHAZ2
3 localhost  read_user2 caching_sha2_password STRONG SHAZ
' mys ql natlve_pa ssword' ’ 'WEAK localhost  root caching_sha2_password STRONG SHA2
- localhost  rw_norole_user caching_sha2 password STRONG SHAZ
SHA]. ! 7 ! S TRONG SHA2 ! ) localhost  rw_useri caching_sha2_password STRONG SHAZ
% NewuUser mysql_native_password WEAK SHA1
HA S H T Y P E %o NEWLUSEIT my=sql_native_password WEAK SHA1
k3 root2 my=sgl_native_password WEAK SHA1
FROM mysql.user WHERE user not % root3 mysql_native_password  WEAK SHA

in ('mysgl.infoschema',
'mysgl.session')

and (plugin not like 'auth%'
and plugin <>
'mysgl no login') and

length (authentication string)
> 0 order by plugin;

https://mysalserverteam.com/mysql-8-0-4-new-default-authentication-plugin-caching sha2 password/
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https://mysqlserverteam.com/mysql-8-0-4-new-default-authentication-plugin-caching_sha2_password/

TEPIE-37

Proxy 3 X509/FIPS QIS M 915 At Xt

SELECT "user . Host , ‘user . User , "user . ssl type ,
CAST ( user . x509 issuer as CHAR) as Issuer,

CAST ( user . x509 subject as CHAR) as Subject

FROM 'mysgl . user where (user not like 'mysgl.%') AND ssl type='X509';

SELECT VARIABLE NAME, VARIABLE VALUE, FIPS Mode' as Note,
IF (VARIABLE VALUE = 'ON' OR VARIABLE VALUE = 'STRICT', 'Yes', 'No')
FROM performance schema.global variables

where variable name = 'ssl fips mode’;

SELECT * FROM mysql.proxies priv where grantor<> ' rootQ’;
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>
QH 0IF AL X}
Globally manage — map to Enterprise, Use stronger Options
LDAP, Windows AD SSPI, Kerberos, FIDO2 — Many Options

SELECT "user . Host , "user . User , user . plugin ,
‘user . authentication string from mysql.user where plugin like
'auth%'’ ;

Host User plugin authentication_string

p localhost  betsy  authenfication_ldap_simple uid=betsy_|dap,ou=People dc=example,dc=com

D ALO|A 2| F Q1T ALE, £E5| LHE AFEXIQI DBAs &2 72Xt
LDAP Of| A 22|, & X| AFE XHO|| CHoE Zh AL =2
AMEX =2 S EAM0A MysaLE 20| 2R
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MysQL &3 HAH AmHE
DEAEOHE HZE MY

>~ 1L
B2 23 EEDEl 2K
$ mysqgl secure installation --host=::1 --port=3307 -p
INSTALL COMPONENT 'file://component validate password ' ;

Ol O = 7|_ O A BH VARIABLE_MAME VARIABLE VALUE
o
02 TR | (I = Rotation T3 default_password_|ifetime 0
otss K M X validate_password.check_user_name ON
o= H = R:I-L validate _password dictionary_file <FILENAME OF DICTIONARY FILE
Set global default password lifetime = 180; validate_password.length 8
validate_password mixed_case_count 1
validate password.number_count 2
>~ o) x|.:|_ = = . validate_password.policy LOW
7:” O" I:H l- X| E(m V. 57) validate password.special_char_count 0
.
22 AL E (inv.5.7.164)

- 2T 20 20 [HE e

CREATE USER 'ul'@'localhost' IDENTIFIED BY 'password' FAILED LOGIN ATTEMPTS 3 PASSWORD LOCK TIME 3;
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Multi-Factor 215 S 7€ | AL E

HE| 15

CREATE USER 'alice'@'localhost' IDENTIFIED WITH caching_sha2_ password BY 'sha2_password' AND IDENTIFIED
WITH authentication_Idap_sasl AS 'uid=ul_ldap,ou=People,dc=example,dc=com’;

ALTER USER 'alice'@'localhost' ADD 3 FACTOR IDENTIFIED WITH authentication_fido;

TE I ASE
ALTER USER ....IDENTIFIED BY 'auth_string' [REPLACE 'current_auth_string'] [RETAIN CURRENT PASSWORD]
ALTER USER ... DISCARD OLD PASSWORD;

A¥ IHE
CREATE/ALTER USER ... COMMENT ‘Something about the user/account’;
CREATE/ALTER USER .... ATTRIBUTE ‘json object’;
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MysqL #H et 2t
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* Create, Alter,

Create, Delete

=

_I_

O
—

MﬁXﬂEFEJE HE ¢t
AP XF HBHO| CHBE M2 3HEl H| O

Delete databases

Create, Alter , Delete tables
INSERT, SELECT, UPDATE, DELETE queries

Create, Execute, Delete stored procedures and with what rights

indexes

Copyright © 2022, Oracle and/or its affiliates

Account Limits | Administrative Roles | schema Privileges

OoooooEzEE

Role

DBA
MaintenanceAdmin
ProcessAdmin
UserAdmin
SecurityAdmin
ManitorAdmin
DBManager
DBDesigner
ReplicationAdmin
BackupAdmin

Description
grants the rights to perform all tasks
grants rights needed to maintain server

rights needed to assess, monitor, and kill any user proce...

grants rights to create userslogins and reset passwards

rights to manage logins and grant and revoke server an...

minimum set of rights needed to monitor server
grants full rights on all databases

rights to create and reverse engineer any database sche
rights needed to setup and manage replication

minimal rights needed to backup any database

OO00O0O0OOEOEEE

Global Privileges
ALTER

ALTER ROUTINE
CREATE

CREATE ROUTINE
CREATE TABLESPACE
CREATE TEMPORARY TABLES
CREATE USER
CREATE VIEW
DELETE

DROP

EVENT

EXECUTE

FILE

»

m

Security Privilege Management in MySQL Workbench




MysaL # et 22| E|o] =

[SRSISHS

* User Accounts
* Global Privileges

* Auth Type(s)

e Database Level Privileges
* Database, Tables, Objects

e User and host

tables priv

* Table level privileges

 Table and columns

columns priv

e Specific columns

procs priv

e Stored Procedures
* Functions

» Single function privilege

proxies priv

* Proxy Users

* Proxy Privileges
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MySQL Workbench Schema Inspector - Grants

@ MySQLWorkbench File Edi

[ BN
w ~ Local instance 3306
g 6 8884
Administration | Schemas
SCHEMAS ®
Q
» =] information_schema | Info  Tables Columns  Indexes  Triggers  Views  Stored Procedures  Functions MI
» = mysql
> performance_schema Host User Scope Select Insert Update Delete Create Drop Grant Refere.. Index Alter Create... Lock Ta.. Create... Create... Alter R.. Execut
B o e e — % root2 <global> Y Y Y Y Y Y Y Y Y ¥ Y Y Y Y ¥
o s de ) localhost mysgl.infosch... <global> ¥ N N N N N N N N N N N N N N N
B Set as Default Schema localhost root <global> ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
Filter to This Schema % app_read sakila Y N N N N N N N N N N N N N N N
gl Schema Inspector % app_write sakila N Y Y Y N N N N N N N N N N N N
»@  Table Data Import Wizard localhost rw_norole_user  sakila ¥ ¥ Y Y N N N N N N N N N N N N

> ' Copy to Clipboard S
Send to SQL Editor »>

Create Schema...
Alter Schema...

Drop Schema...
Search Table Data...

Refresh All

24 Copyright © 2022, Oracle and/or its affiliates




MySQL Workbench Table Inspector - Grants

@ MySQLWorkbench File Edit Vie

e e 7
3 | Local instance 3306
6 SEE&EL
Administration ‘ Schemas F Q
SCHEMAS ® D E
Q
& 3 | Info  Columns  Indexes  Triggers  Foreign keys  Partitions M|
» (=] information_schema 4
» 5 mysql 5 Table privileges
»  performance_schema 6 User Host Scope Select  Insert Update Delete Create Drop Grant Refere.. Index Alter Create... Show v.. Trigger
v =] sakila 7 root2 % <global> Y Y Y Y Y Y Y Y Y ¥ Y ¥ Y
o Tables mysqgl.infosch... localhost <global> Y N N N N N N N N N N N N
8
» = actor oot i root localhost <global> Y Y Y Y Y Y Y Y Y Y Y Y Y
1 Select Rows - Limit 1000 app_read o, sakila Y N N N N N N N N N N N N
@=KELLL  Table Inspector - P -
catel app_write Yo sakila N Y Y Y N N N N N N N N N
> ,
) Copy to Clipboard > rw_norole_user localhost sakila Y Y Y Y N N N N N N N N N
» = city X
o | Table Data Export Wizard
” Table Data Import Wizard
» &= custa

» E film Send to SQL Editor >

»E filmz  create Table...

» =l film¢  Create Table Like... >
» = film_t Alter Table...

» E| inven Table Maintenance...

»El langu  prop Taple...

» = naum Triimanta Takhla
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#H St X 2|- pirect Grants

WITH

tableprivs AS (SELECT user, host, 'mysgl.tables priv' as PRIV _SOURCE , DB as db, Table Name as obj
, ' ' as col

FROM mysqgl.tables priv where Table name like '%' ),

colprivs AS (SELECT User, Host, 'mysgl.columns priv' as PRIV SOURCE , DB as db, table name as obj
, column name as col

FROM mysql.columns priv WHERE Table name like 'S' )
SELECT user,host, PRIV _SOURCE , db as db, obj, col FROM
( SELECT user,host, PRIV _SOURCE, db, obj, col FROM colprivs UNION

SELECT user,host, PRIV _SOURCE, db, obj, col FROM tableprivs) as tt group by user, host,
PRIV _SOURCE, db, obj, col;

user host PRIV_SOURCE _db _ohbj _col
B NBWLSEMW o mysgl.columns_priv miysgl  plugin namea

mysql.session localhost  mysqltables_priv mysql  user

NEewWLUSErd o mysqgl.tables_priv miysgl  plugin

NEWLUSENy o mysql.tables_priv mysql  plugin

batsy localhost  mysgl.tables_priv gakila actor

mysql.sys localhost mysgltables priv EYS sys_config
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O™ users / roles 0| actor Of| CHSt 2 Heot= 71X 0 YU =X|?

use mysql;

WITH user host

globalprivs AS (SELECT user,host FROM mysgl.user WHERE 'Y' IN root2 %
(Select priv, Insert priv, Update priv, Delete priv, Create priv, mysqlinfoschema  localhost
Drop priv, Reload priv, Shutdown priv, Process priv, File priv, mysql.session localhost
Grant priv, References priv, Index priv, Alter priv, Show db priv, root localhost
Super priv, Create tmp table priv, Lock tables priv, Execute priv, app_read %
Repl slave priv, Repl client priv, Create view priv, Show view priv, app_write %
Create routine priv, Alter routine priv, Create user priv, » Mw_norole_user localhost
Event priv, Trigger priv, Create tablespace priv, Create role priv, mysql.sys localhost
Drop role priv) betsy localhost

)
dbprivs AS (SELECT user,host FROM mysgl.db WHERE 'Y' IN
(Select priv, Insert priv, Update priv, Delete priv, Create priv, Drop priv, Note:
Grant priv, References priv, Index priv, Alter priv, Create tmp table priv, There are various
Lock tables priv, Create view priv, Show view priv, Create routine priv, used by internal components
Alter routine priv, Execute priv, Event priv, Trigger priv) : :
), - - - - - mysql.informationschema
tableprivs AS (SELECT user, host FROM tables priv WHERE Table name='actor' ), mysql.session, mysql.sys
colprivs AS (SELECT User, Host FROM mysqgl.columns priv WHERE Table name='actor' )
SELECT user,host FROM (SELECT user,host FROM globalprivs UNION
SELECT user,host FROM dbprivs UNION
SELECT user,host FROM colprivs UNION
SELECT user,host FROM tableprivs) as tt group by user, host;
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actor E{| 0| S 0| CH{ St select 20| QU= A2 X}

WITH
globalprivs AS (SELECT user,host FROM mysqgl.user WHERE
Select priv = 'Y'"),
dbprivs AS (SELECT user,host FROM mysqgl.db WHERE
Select priv = 'Y'"),

colprivs AS (SELECT user, host FROM mysgl.columns priv WHERE
Table name='actor' AND FIND IN SET('Select',Column priv)),
tableprivs AS (SELECT User, Host FROM mysqgl.tables priv WHERE
Table name='actor' AND FIND_IN_SET('Select',Table_prIv))
SELECT user,host FROM (SELECT user,host FROM globalprivs UNION
SELECT user,host FROM dbprivs UNION
SELECT user,host FROM colprivs UNION
SELECT user,host FROM tableprivs) as tt group by user, host;

| ResultGrid | ] Fiter Rows: | Export: | | Wrap Cell Content: TR

Lser host

jocabhost

a00 develoDer oy
aooD write B
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actor E]|O| S 0] Cioj A H|O|E{ & HAS = YU = roles =2

WITH
globalprivs AS (SELECT user,host FROM mysgl.user WHERE 'Y' IN
(Insert priv, Update priv, Delete priv, Drop priv, Alter priv)), | mEmHEﬁd|J] Filter Rows:
dbprivs AS (SELECT user,host FROM mysqgl.db WHERE 'Y' IN
(Insert priv, Update priv, Delete priv, Drop priv, Alter priv)),
tableprivs AS (SELECT user, host FROM tables priv WHERE aoD developer %
table name='actor'), annre;d o
colprivs AS (SELECT User, Host FROM mysqgl.columns priv WHERE aoo. write o
table name='actor')
SELECT from user, from host FROM (SELECT user,host FROM globalprivs UNION
SELECT user,host FROM dbprivs UNION
SELECT user,host FROM colprivs UNION
SELECT user,host FROM tableprivs) as tt
RIGHT JOIN
mysgl.role edges as tr
ON tr.to user=tt.user AND tr.to host= tt.host GROUP BY from user, from host;

from_user from_host
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administrative/global Het= 7} £l A2 X}

SELECT user,host, 'Global Priv', Select priv, Insert priv, Update priv,

Drop priv, Reload priv, Shutdown priv, Process priv, File priv,
Grant priv, References priv, Index priv, Alter priv, Show db priv,
Super priv, Create tmp table priv, Lock tables priv, Execute priv,
Repl slave priv, Repl client priv, Create view priv, Show view priv,
Create routine priv, Alter routine priv, Create user priv,

Event priv, Trigger priv, Create tablespace priv, Create role priv,
Drop role priv FROM mysgl.user

WHERE ( 'Y' IN

(Select priv, Insert priv, Update priv, Delete priv, Create priv,
Drop priv, Reload priv, Shutdown priv, Process priv, File priv,
Grant priv, References priv, Index priv, Alter priv, Show db priv,
Super priv, Create tmp table priv, Lock tables priv, Execute priv,
Repl slave priv, Repl client priv, Create view priv, Show view priv,
Create routine priv, Alter routine priv, Create user priv,

Event priv, Trigger priv, Create tablespace priv, Create role priv,

Delete priv,

Create priv,

Drop role priv)) and (user.user not like 'mysqgl.%$');
user host Global Priv Select_priv Insert_priv Update_priv Delete_priv Create_priv Drop_priv  Reload_priv | Shutdown_pri
root2 % Global Priv ¥ b A Y ¥ ¥ Y b
root localhost  Global Priv Y Y ¥ Y ¥ ¥ Y Y
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74
MysaL S & M| o
Dealing with Failed Login Attempts related to Brute Force Attacks
=X 2HE:
INSTALL PLUGIN CONNECTION CONTROL SONAME 'connection control.so';

INSTALL PLUGIN CONNECTION CONTROL FAILED LOGIN ATTEMPTS SONAME
'connection control.so’;

A S L]
=74 210l.

select (@Q@connection control failed connections threshold,
@@connection control min connection delay,

@@connection control max connection delay;

SET PERSIST connection control failed connections threshold = 4;

SET PERSIST connection control min connection delay = 1500;
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AS E AHE Mo

Configure Account Resource Limits

mysgl> CREATE USER ‘mmarx’(@’::1' IDENTIFIED BY
-> WITH MAX QUERIES PER HOUR 20
-> MAX UPDATES PER HOUR 10
== MAX CONNECTIONS PER HOUR 5
-> MAX _USER CONNECTIONS 2;

https://dev.mysal.com/doc/mysaql-security-excerpt/8.0/en/connection-control-installation.html

https://mysqglserverteam.com/the-connection control-plugin-keeping-brute-force-attack-in-check/

32 Copyright © 2022, Oracle and/or its affiliates
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https://dev.mysql.com/doc/mysql-security-excerpt/8.0/en/connection-control-installation.html
https://mysqlserverteam.com/the-connection_control-plugin-keeping-brute-force-attack-in-check/

Side Bar -
Use SET PERSIST

33

MySQL 8.00(| A] DBAE A|AHI == 5qL
—E—OE I:I:|7=| 7|'o
HE =l 4f2 mysqld-auto.cnf 7| =

SET PERSIST ONLY — mysgld-auto.cnf Of
7|%6|'—l— runtime 4= H4 o|.x| oro
° F“Ea(j C)nly'Ef!—T- ttl;kiéét 4_5?3 [:t.C) ;(H)kl +3§L

S R=a
1O

2F s X ASH| 5

e https://dev.mysql.com/doc/refman/8.0/en/nonpersisti

ble-system-variables.html

Copyright © 2022, Oracle and/or its affiliates

"Version": 1,
"mysql_server": {

"require_secure_transport": {
"Value": "ON",
"Metadata": {
"Timestamp": 1564608438679858,
"User": "root",
"Host": "localhost"
}
I
"validate password.dictionary_file": {
"Value": "<=FILEMAME OF DICTIOMARY FILE",
"Metadata": {
"Timestamp": 156459B898444586,
"User": "root",
"Host": "localhost"
}
I
“"authentication_ldap_sasl_server_host™: {
"Value": "127.0.08.1",
"Metadata": {
"Timestamp": 1564695843687378,
"User": "root",
"Host": "localhost"
}
},

"authentiration 1dan sasl hind hase dn':



https://dev.mysql.com/doc/refman/8.0/en/nonpersistible-system-variables.html
https://dev.mysql.com/doc/refman/8.0/en/nonpersistible-system-variables.html

Encryption

Network & data & files
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MySQL Encryption

SSL/TLS =23}
« MySQL clients & Server A}O]
Replication Source & Replica AO|
Z| A1 openssL 3.0 B! FIPS Object Model 3.0
X509 #& 7|8k QIS
CARIS M X[ &
SET PERSIST require_secure_transport=0N;

HO|H =2}
* AES Encrypt/Decrypt

35 Copyright © 2022, Oracle and/or its affiliates

()

MySQL Enterprise TDE ——
* Transparent Data Encryption
e 271 U7}
o 7| 2t
MySQL Enterprise Encryption
 H|CH& Encrypt/Decrypt
* Public Key & Private Keys 244
* Session Keys
e Digital Signatures
MySQL Enterprise Backup
* AES Encrypt/Decrypt
* Key Backup and Recovery




Attack on Files

MySQL Database

Protected
Key Accesses
0'I1 Files Directly
Tn. . m
N
J Information
Access Blocked Hack /
Encrypted By Encryption - acker
Database Dishonest OS User
Files
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Transparent Data Encryption

CREATE TABLE =M
ENCRYPTION=Y“Y"

NES--ES
default table encryption

table encryption privilege check

Keyring plugin

* keyring file|okv|aws|hashcorpl|oci
[mysqld]
early-plugin-load=keyring_file.so

37 Copyright © 2022, Oracle and/or its affiliates

Component(8.0.24~)

* component keyring file

* component keyring encrypted file
* component keyring oci

* plugin dir % manifest 22 &7

InnoDBOj| A BF X| &
- 23 HO|Z X[H
e IMPORT/EXPORT X| &

* master key rotation 7| & X| &

ALTER INSTANCE ROTATE INNODB
MASTER KEY




Key Managers

38

OASIS KMIP protocol 7|8 3.
Oracle Key Vault

Gemalto KeySecure

Thales Vormetric Key Management Server

Fornetix Key Orchestration

Townsend Alliance Key Manager

Entrust KeyControl

HTTPS 7|8t APIs X| &:
Oracle Cloud Infrastructure Vault

Hashicorp Vault
AWS KMS



https://www.oracle.com/database/technologies/security/key-vault.html
https://safenet.gemalto.com/data-encryption/enterprise-key-management/key-secure/
https://www.thalesesecurity.com/products/key-management
https://www.fornetix.com/our-products/
https://www.townsendsecurity.com/product/encryption-key-management-mysql
https://www.oracle.com/security/cloud-security/key-management/
https://www.hashicorp.com/products/vault/
https://aws.amazon.com/kms/

key= QUF S 712 7? keyring B X| E|0] QULER? Key £E]?

SELECT "PLUGIN NAME' ', "PLUGIN STATUS , "PLUGIN TYPE , "PLUGIN LIBRARY ,
"PLUGIN DESCRIPTION , "LOAD OPTION"

FROM "information schema . PLUGINS  where PLUGIN NAME LIKE 'keyring file’ and
plugin status='ACTIVE';

NOTE: keyring_file — is not for production. (Dev/QA only — its in a Plain text file)
KMIP, Encrypted Keyring, OCI Vault, Hashicorp, AWS KMS, etc. should be used in production.

PLUGIN_MAME PLUGIM_... PLUGIN_TYPE PLUGIM_LIBRARY PLUGIN_DESCRIPTION LOAD OPTION
p keyring_file ACTIVE KEYRING keyring_file.so storefetch authentication data toffrom a flat file O

NOTE: Keyring installation is key manager specific. See
https://dev.mysql.com/doc/refman/8.0/en/keyring.html
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https://dev.mysql.com/doc/refman/8.0/en/keyring.html

InnoDB REDO, UNDO, Binary, Audit 21 &2} £|?}LIR?

SELECT VARIABLE NAME, VARIABLE VALUE, 'innodb redo log AT REST ENCRYPTION' as Note,
IF (VARIABLE VALUE = 'ON', 'PASS', 'FAIL') as CHECK VAL

FROM performance schema.global variables where variable name =
'innodb redo_ log encrypt’;

SELECT VARIABLE NAME, VARIABLE VALUE, 'innodb undo log AT REST ENCRYPTION' as Note,
IF (VARIABLE VALUE = 'ON', 'PASS', 'FAIL') as CHECK VAL

FROM performance schema.global variables where variable name =
'innodb undo_log encrypt’;

SELECT VARIABLE NAME, VARIABLE VALUE, 'BINLOG - AT REST ENCRYPTION' as Note,
IF (VARIABLE VALUE = 'ON', 'PASS', 'FAIL') as CHECK VAL

FROM performance schema.global variables where variable name = 'binlog encryption’;

SELECT VARIABLE NAME, VARIABLE VALUE, 'AUDIT LOG - AT REST ENCRYPTION' as Note,
IF (VARIABLE VALUE = 'AES', 'PASS', 'FAIL'")
FROM performance schema.global variables where variable name = 'audit log encryption';
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MySQL Enterprise Encryption -

MysQL & 2 2t &F
o« CH& 253} AES256
* Public-key / asymmetric cryptography — RSA

Key _|_|-E| O|'A

* public & private keys &

* Key 2t 8 ==: DH

Al 9 B0 Ef 915 B4
e Cryptographic hashing for digital signing, verification, & validation — RSA,DSA
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MySQL Enterprise Encryption
Encryption/Decryption within MySQL

Applications SQL/Application

Encryption Encrypted Decryption o
Sensitive Data —£01 Public Key Data O'I1 Private Key Sensitive Data

Private / Public Key Pairs E ?‘?ﬂl Key Vault
- Generate using MySQL Enterprise ._l E)'\C/III\P/ |
Encryption Functions ) ault

- Use externally generated (e.g. - ﬁwi_\/all'tv I
OpenSSL) - ashicorp Vault

- Encrypted File
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Audit, Firewall, Masking




MySQL Enterprise Audit: Complete Audit Data

<?¥ml version="1.0" encoding="UTF-8"7>

Who <AUDIT>
<BUDIT_ RECORD
What TIMESTAME="2012-08-02T14:52:12"
NAME="Audit"
When SERVER ID="1"
VERSION="1"
STARTUP_OPTIONS="--port=3306"
How 0S_VERSION="1686-Linux"
MYSQL VERSION="5.5.28-debug-log"/>
Status <RUDIT RECORD

TIMESTAMP="201Z2-08-02T14:52:41"
NAME="Connect"
CONNECTION_ID="1"
STATUS="0"
DB version UBBR=" oo
PRIV_USERZ"EOOt"
. 0SS LioEIN=""
OS version PROXY USER=""

HOST="SEERVERL"
i IP="127.0.0.1"
Optlons DBE="joes db"/=>
<AUDIT RECORD
And more TIMESTAMP="2012-08-02T14:53:45"
NAME="Query"
CONMNECTION TID="1"

From Where

STATUS="0"
SQLTEXT="SELECT * FROM Jjoes table:;"/>
</AUDIT>
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M=Zshe dAHEH X 2T

All deletions, insertions, updates on bank_database.accounts

{ "filter":{
"class": {
"name": "table_access",
"event": {
"name": [ "delete", "insert", "update" ],
ll'IOgll: {

"and": [ { "field": { "name": "table_database.str",
" ": "bank_database" } },
{ "field": { "name": "table_name.str",

" ": "accounts" }}]1}}}}}
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n\l

ALS Aot RlLER?

ok

ol gy

SELECT ° PLUGIN NAME S, PLUGIN STATUS S, PLUGIN TYPE S, PLUGIN LIBRARY s,
"PLUGIN DESCRIPTION , "LOAD OPTION' FROM "information schema . PLUGINS where
PLUGIN NAME LIKE 'audit log' and plugin status='ACTIVE';

AX| 2. shareC|H E 2|

# shell> mysqgl -u root -p < audit log filter linux install.sql;

# Edit the mysgl config file my.cnf (or my.ini on windows)

audit-log = ON|FORCE|FORCE PLUS PERMANENT
LIZEEs 240K s

SELECT audit log filter set filter('log all', '{ "filter": { "log": true } }");
SELECT audit log filter set user('s', 'log all');
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MySQL Enterprise Firewall: Operating Modes

o8 2|AE XI5 4 — RECORDING
Allows “Matching” SQL .. ’?;L/?I‘I'anst §
ALLOW — Execute SQL

PASSES Rule
- SQL Matches Allowlist \/ -l.l- .............
- SQL Passes Rule

BLOCK — Block the request 2AEeeLe .
- Not in Allowlist ) 4 DoT I Allowlst
- SQL FAILs Rule BLOCK and ALERT
- In Block Mode

DETECT (IDS)
DETECT — Execute SQL & Alert A Allows SQL & Alerts .. A?L%una/:mg;

-Notin Allowlist | e _BEmR___/CDWVEnd AR
-SQL FAILsRule |  geeem—ec——e—ee——--SSSS
- In Alert Mode

47 Copyright © 2022, Oracle and/or its affiliates




MySQL Enterprise Firewall Details

o EHI 2 O EH Al X~
'ITX-I E'” EO“A-I AI—O; Trx-l = O EH Xl = call mysgl.set firewall_ mode

* RECORDING

call mysgl.set firewall mode
* PROTECTING
« DETECTING call mysgl.set firewall mode
e OFF call mysql.set_firewall_ mode

M 1g H2 NS

* CALL mysgl.sp set firewall group mode and user (‘drupal group’,

user@localhost’) ;

(" fwuserflocalhost’
(" fwuserf@localhost’
(' fwuser@@localhost’

(' fwuser@localhost’

3

2

2

2

'RECORDING);
'PROTECTING');
'DETECTING®);

OFF");

‘RECORDING’, ‘drupal

* CALL mysgl.sp firewall group enlist (‘drupal group’, ‘drupal user@localhost’);

* CALL mysgl.sp set firewall group mode (‘drupal group’, ‘DETECTING’);
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MySQL Workbench: Firewall Status

Connection Mame
Central DB
3 Host: MFRANK-US
Socket: MySQL
Port: 3306
MysaL . ) )
_— 5.6.25-enterprise-commercial-advanced
Server 5.6 Version: MySQL Enterprise Server - Advanced Edition (Commercial)
Compiled For; Win6d (xB&6_64)
Configuration File; C\ProgramData\MySQL\MySQL Server 5.7 \my.ini
Running Since: Mon Jun 29 16:52:56 2015 (0:02)
Available Server Features - ™
Performance Schema: 2 on Windows Authentication: ' Off
Thread Poal: ' nfa Password Validation: ' nfa
Memcached Plugin: 7 nfa Audit Log: @ on (Log Policy: ALL)
Semisync Replication Plugin: 7' n/a Firewall: @ on
55L Availability: T off K Firewall Trace: ® of )
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MySQL Enterprise Firewall: Per User Allowlists

Query 1 actor_info film_list Administration - Users and P
Central DB
Users and Privileges
User Accounts Details for account jsmith@%s
User From Host FW | Login I Account Limits | Administrative Roles | Schema Privileges | Firewall Rules
(1) <anonymous > % [a;
janedoe a OR
: RECORDING
| jsmith % RE Mode: e
mfrank Ya OR Active rules (54):
mysglbackup localhost 0OR — -
newuser o, aF SHOW FIELDS FROM “sakila™ . “category - Add
) . SHOW FULL TABLES FROM “sakila™ K
robsmith ¥ OF SELECT “st” . *FROM “performance_schema” . “events_stages_history_long” “st” WHERE “st* . “nesting_event_id* =7 |=
root % [al; EXPLAIN “mysgl™ . "db” Add From File
root localhost of SHOW FULL TABLES FROM ~actor™
root i1 o SHOW FIELDS FROM “sakila”™ . “actor_info™ 2ave To File
N SHOW SESSIOM VARIABLES LIKE ?
root 127.0.0.1 of SHOW FIELDS FROM “sakia” . “city"
webuser lacalhost OR SHOW FIELDS FROM “sakila™ . “fim™
SHOW FIELDS FROM “sakila® . ‘language”
SHOW INDEXES FROM “sakila® . "“address®
SHOW GLOBAL VARIAELES
SELECT NAME , TYPE FROM “mysgl” . “proc’ WHERE "Db™ =7 -
Rules being recorded (64):
SHOW FIELDS FROM “sakila™ . “category” -
SHOW FULL TABLES FROM “sakila™ T
SELECT “st* . *FROM “performance_schema™ . “events_stages_history_long” “st™ WHERE “st” . "nesting_ewvent_id" =?
EXPLAIM “mysgl™ . "db™ =
SHOW FULL TABLES FROM “actor” 1
SHOW FIELDS FROM “sakila™ . “actor_info™
SHOW SESSION VARIABLES LIKE ?
SHOW FIELDS FROM “sakila™ . “dity”
SHOW FIELDS FROM “sakila™ . “film"
SHOW FIELDS FROM “sakila® . “language”
SHOW INDEXES FROM “sakila” . “address”
SHOW GLOBAL VARIABLES
SELECT NAME , TYPE FROM “mysgl® . “proc’ WHERE "Db” =7
SELECT *FROM “sakila® . "actor_info" LIMIT ?, ...
SHOW FIELDS FROM “sakila® . "customer_list™
SHOW FIELDS FROM “sakila™ . “sales_by_film_category”
SHOW FIELDS FROM “sakila® . “actor”
SELECT “st’ . * FROM “performance_schema” . “events_statements_current” “st™ JOIN “performance_schema™ . “threads” “thr™ ON “thr™ . “thread_id" = "st* . “thread_id” WHERE “thr™ . "
SELECT CURRENT_USER ()
SHOW FIELDS FROM “sakila® . “sales_by_store™ 2
] n 3
[ Add Account ] [ Delete ] [ Refresh ] Rewvert Apply
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MySQL Enterprise Masking and De-ldentification

De-identify, Anonymize Sensitive Data

" H|O|H OrAZF (Data Masking)2 2K 4= A 422 B0 Rl SEE 57|= L EO[Ct”

Employee Table

ID Last First SSN
1111 Smith John 555-12-5555
1112 Templeton Richard 444-12-4444

Random Data Generation Masked View

2874 Smith John XXX-XX-5555
3281 ] Templeton Richard | XXX-XX-4444
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MySQL Enterprise Firewall Details

2 HALE S E:

INSTALL PLUGIN data masking SONAME 'data masking.so’;

CREATE
CREATE
CREATE
CREATE
CREATE
SELECT
SELECT
SELECT
SELECT

FUNCTION gen range RETURNS INTEGER SONAME 'data masking.so';
FUNCTION gen rnd email RETURNS STRING SONAME 'data masking.so';
FUNCTION gen rnd us phone RETURNS STRING SONAME 'data masking.so';
FUNCTION mask inner RETURNS STRING SONAME 'data masking.so';
FUNCTION mask outer RETURNS STRING SONAME 'data masking.so’;

mask inner (NAME, 1,1) FROM world.city limit 10;

mask outer (NAME, 1,1) FROM world.city limit 10;

gen _range (1, 200);

gen rnd email () ;
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MySQL Enterprise Edition

MySQL Enterprise Authentication

* External Authentication Modules
* LDAP, Native Kerberos, Microsoft AD

MySQL Enterprise Encryption
* Public/Private Key Cryptography
* Asymmetric Encryption
 Digital Signatures, Data Validation
MySQL Enterprise Firewall
e Block SQL Injection Attacks
* Intrusion Detection
MySQL Enterprise Audit
e User Activity Auditing, Regulatory Compliance

53 Copyright © 2022, Oracle and/or its affiliates

MySQL Enterprise TDE

* AES 256 encryption

* Key Management
MySQL Enterprise Masking

e Data Masking and Obfuscation

* Formatted Data Randomization

* Pseudonymization, Data blocklists
MySQL Enterprise Monitor

e Changes in Database Configurations, Users
Permissions, Database Schema, Passwords

MySQL Enterprise Backup
e Securing Backups, AES 256 encryption




MySQL Database Hardening

*  Mysqgl_secure_installation
* Keep MySQL up to date
* MySQL Installer for Windows

*  Yum/Apt/other Repositories

Firewall
* Auditing and Logging
* Limit Network Access

* Monitor changes

Remove Extra Accounts
Grant Minimal Privileges

Audit users and privileges

* Strong Password Policy
* Hashing, Expiration

* Password Validation Plugin

e SSL/TLS for Secure Connections
» Data Encryption (AES, RSA)
* TDE

Monitor Backups

Encrypt Backups
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Security Guidelines SEGURITY TECHNICAL
IMPLEMENTATION GUIDES (STIGS)

* DISA STIG for MySQL 8.0 EE

https://www.mysgl.com/products/enterprise/stig.html
https://public.cyber.mil/stigs/
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Security Guidelines

CIS Benchmark for MySQL 8.0 EE

 https://www.cisecurity.org/benchmark/oracle mysqgl/

+ CIS @122 DoD St E ARE 2 #1 J10[E (SRG), A= 7tE &g HO|H £t
# (PCIDSS), 14 2% 0l5d & HMRYE (HIPAA), Y & 2ot 22| & (FISMA),
Aar 2 A QA7 22| Z= % (FedRAMP) & Ol =& #& 7|= G2 (NIST)O|
oo 2ot t+d #=2 = QI E L L]

)

<C IS. center for Internet Security’
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